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Abstract: The efficiency of the cryptographic algorithm is generally not based on encryption and decryption
time, but also depends upon the numbers of levels used to convert plain text to cipher text. RSA is one of the
widely used algorithms of the public key cryptosystem. Since every algorithm has some certain limitations.
And sometimes it may be not guaranteed that the cipher text can be fully secured. ASCII characters for
representation of text are one of such limitations in the past cryptosystem. To overcome the above-mentioned
limitation, an innovative algorithm namely modifies RSA was proposed with K-Nearest Neighbor, in which
computational time for encryption and decryption was tabulated. This paper chapter presents the literature
survey on the result of above-done experiment and tried to find how encryption and decryption time vary.
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1. INTRODUCTION

Security means keeping your information safe and secure by unauthorized users. It must be prevented
from unauthorized access (confidentiality), prevented from any modifications during data transfer
(integrity), and always available to authorized persons when needed (availability). In today's era, the
various algorithms are present to secure your data. And these algorithms have variation in
computational time and complexity. We used modified RSA for public key exchange and K- nearest
increase the complexity of encryption and decryption.

2. METHODOLOGY USED

We have used a modified form of RSA cryptosystem with 4 prime numbers and K- Nearest Algorithm
to increase the complexity and randomness of the algorithm, resulting in more security.

3. KEY GENERATION

Steps for public and private keys generation:

e Make a set of prime numbers PR, which has ‘n’ prime numbers.
e Choose any four prime numbers A, B, C, and D from the set PR.
e Calculate L (product of prime numbers)L=A*B*C*D.

e Calculate ® (L)® (L) = (A—1)*(B—1)*(C—1)*(D~1).

o C(Calculate J (public key), such that GCD (J, ® (L)) =1.

e Calculate K (private key), such that K*J mod @ (L) =1.

e Choose random number N and O.

e Choose two numbers P and Q, such that Q = PJ.

3.1. Encryption

Steps used for encryption of a message:
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o The process of encryption encrypts the message character by character.
e Convert the message into their respective ASCII values.

e Calculate ‘E’ for each individual ASCII value of the message, such that E= (ASCII VALUE®?) ¥ mod
L.

o Calculate R1, as it encrypts the message and gives back cipher text of given plain text R1
=(message)*mod L.

o If the ASCII values and values of R1 come same, then apply K-nearest neighbor algorithm —
Choose alternative prime A’ from the set PR.

— Calculate L' (product of prime numbers)L' =A ' *B*C*D.
— Calculate @ (L") = (A’ —1)*(B—1)*(C—1)*(D-1).
—Calculate I’ (public key), such that Ged (J', @ (L") =1.
— Calculate K’ (private key), such that K’ *J " mod @ (L") =1.
— Calculate R’ 1, as it encrypts the message and gives back cipher text R’ I =(message)X’ mod L'.
— Loop back the whole process until the ASCII value is not equal to R1 value.
o After that calculate

R2 = (message)*NFf mod L.
Verification

H(m)YY= (R *ER) mod L.

3.2. Decryption
These are the steps used for decryption of a message:

o Calculate plain text back again from cipher text using the equation

H (m) =R} modL.

Verification

H (m)" modL.
4. SIMULATION RESULT AND DISCUSSION

The proposed algorithm was tested on varying length messages, the performance of the proposed
algorithm in terms of encryption time, decryption time along with N, Phi (N), public key, and the
private key is shown in Tables 1. We have taken five samples (S1, S2, S3, S4, and S5). In each
sample, four prime number was randomly chosen. Encryption and decryption time is calculated
following the above-proposed algorithm. Encryption and decryption time was plotted in the Graph
(Figs. 1, and 2). Since while looking at the graph it is clear that encryption time of each sample keeps
increasing but the decryption time of S3 and S4 was decreasing.

Tablel. Encryption and decryption time using Proposed approach including for Prime numbers

Primel | Prime2 | Prime3 | Primeé | N [ phi (N) | public | Private | Encryption ' Decrypticn'
Key  Key |time(ms) | time(ms)
7 |11 13 117 17017 11520 |41 281 | 927 | 221

13 (v (1 (23 Jewsm [ (139 sar |15 [239

.

18 |23 29 |31 [765049 |66s2s0 |57 1153 [131760 | 270

.

29 [ 3 e (1397831209600 17 7153 (23933 [180

+

11 13 17 19 46,189 | 34560 |17 2033 | 13,983 240
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5. CONCLUSION AND FUTURE WORK

The proposed algorithm includes modified RSA with four prime numbers and K- nearest algorithm
for encryption and decryption. This modified approach introduced an additional level of security and
also enhance the randomness in the cipher text. It also removes the redundancy in cipher text as in
plain text. By adopting this, it is very difficult to hack the information being transmitted. It increases
the efficiency and security of the approach. One of the conclusions that were missed by the previous
researchers was the computational time of this algorithm, we can clearly see that the encryption time
was constantly increasing at every sample but the decryption time at sample S3 and S5 was dropping.
There was no justification for that.

Future researchers may be directed to investigating how decryption time was decreasing and also
further improvement in the algorithm. Future work can also be continued to study the encryption and
decryption of characteristics of audio and video files through their proposed algorithm.
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