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Abstract: The ubiquity of the various cheap embedded sensors on mobile devices, for example cameras,
microphones, accelerometers, and so on, is enabling the emergence of participatory sensing applications.
While participatory sensing can benefit the individuals and communities greatly, the collection and analysis
of the participators’ location and trajectory data may jeopardize their privacy. However, the existing
proposals mostly focus on participators’ location privacy, and few are done on participators’ trajectory
privacy. The effective analysis on trajectories that contain spatial-temporal history information will reveal
participators’ whereabouts and the relevant personal privacy. In this paper, we propose a trajectory
privacy-preserving framework, named TRPF, for participatory sensing. Based on the framework, we
improve the theoretical mix-zones model with considering the time factor from the perspective of graph
theory. Finally, we analyze the threat models with different background knowledge and evaluate the
effectiveness of our proposal on the basis of information entropy, and then compare the performance of our
proposal with previous trajectory privacy protections. The analysis and simulation results prove that our
proposal can protect participators’ trajectories privacy effectively with lower information loss and costs
than what is afforded by the other proposals.

1. INTRODUCTION

With the development of wireless communication technologies, such as WLAN, 3G/LTE,
WiMax, Bluetooth, Zigbee, and so on, mobile devices are equipped with a variety of embedded
sensors surveyed in as well as powerful sensing, storage and processing capabilities. Participatory
sensing (urban sensing), which is the process that enables individuals to collect, analyze and share
local knowledge with their own mobile devices, emerges as required under these well conditions.
Compared with WSNSs, participatory sensing offers a number of advantages on deployment costs,
availability, spatial- temporal coverage, energy consumption and so forth. It has attracted many
researchers in different areas such as Intelligent Transportation System, healthcare and so on.
There are lots of existing prototype systems that include CarlTel, BikeNet, DietSense, PEIR and
SO on.

Nowadays, participatory sensing applications mainly depend on the collection of data across wide
geographic areas. The sensor data uploaded by participators are invariably tagged with the spatial-
temporal information when the readings were recorded. According to the analysis in, the possible
threats to a participator’s privacy information that include monitoring data collection locations,
tracing his/her trajectory, taking photographs of private scenes and recording the intimate chat
logs. Once participators realize the serious consequences with the disclosure of their sensitive
information, they are unwilling to participate in the campaign and use the services. Since the
success of participatory sensing campaign strongly depends on the altruistic process of data
collection, if the participators are reluctant to contribute their collected data, it would weaken the
popularity and impact of this campaigns deployed at large scale while also reducing the benefits
to the users. Therefore, the privacy problems are the significant barriers to data collection and
sharing. How to ensure the participators’ privacy is the most urgent task.

In typical participatory sensing applications, the uploaded data reports may reveal participators’
spatial-temporal information. Analysts could obtain some valuable results from the published
trajectories for decision making, for example, merchants may decide where to build a supermarket
that can produce maximum profit by analyzing trajectories of customers in a certain area and the
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Department of Transportation can make an optimized vehicle scheduling strategy by monitoring
trajectories of vehicles. However, it may introduce serious threats to participators’ privacy.
Adversary may possibly analyze the trajectories which contain rich spatial-temporal history
information to link multiple reports from the same participators and determine certain private
information such as the places where the data reports are collected. Thus, it is necessary to unlink
the participators’ identities from sensitive data collection locations. To best of our knowledge,
existing work on privacy in participatory sensing mainly concentrate on data contribution and
reporting process. If an adversary has a priori knowledge of a participator’s trajectory, it is
effortless to deanonymize his/her reports.

In this paper, we propose a trajectory privacy-preserving framework, named TrPF, for
participatory sensing. We observe that the locations on or nearby participators’ trajectories may
not all be sensitive, and with this thought, our proposal only deals with the sensitive trajectory
segments that will be discussed in the following. Moreover, mix-zones are regions where no
applications can track participators’ movements. Some works focused on road network mix-
zones, which are not applicable in participatory sensing. For one thing, they all build mix-zones at
road intersection, which may restrict the random data collection time and the number of
ingress/egress locations; for another thing, the trajectory segments at the road intersection may not
be sensitive, while the others would be. Therefore, we improve the theoretical mix-zones model to
construct trajectory mix-zones model for protecting sensitive trajectory segments from the
perspective of graph theory. Compared with existing trajectory privacy-preserving proposals, our
proposal has advantages of lower costs and information loss while the privacy level would not
decrease.

In this paper, the main contributions of our work are summarized as follows:

e We propose a framework TrPF of participatory sensing for trajectory privacy protection;

e We improve the theoretical mix-zones model with considering time factor from the
perspective of graph theory to construct trajectory mix-zones model for protecting
participators’ sensitive trajectory segments;

e We formalize privacy level metric, privacy loss metric and information lossmetric, and then
analyze the attack models with different background knowledge;

e Compared with previous trajectory privacy protections, we run a set of simulation
experiments to evaluate the effectiveness of our proposals and then make a comparison of the
performance.

2. EXISTING SYSTEM

In typical participatory sensing applications, the uploaded data reports may reveal participators’
spatial-temporal information. Analysts could obtain some valuable results from the published
trajectories for decision making, for example, merchants may decide where to build a supermarket
that can produce maximum profit by analyzing trajectories of customers in a certain area and the
Department of Transportation can make an optimized vehicle scheduling strategy by monitoring
trajectories of vehicles. However, it may introduce serious threats to participators’ privacy.
Adversary may possibly analyze the trajectories which contain rich spatial-temporal history
information to link multiple reports from the same participators and determine certain private
information such as the places where the data reports are collected. Thus, it is necessary to unlink
the participators’ identities from sensitive data collection locations. To best of our knowledge,
existing work on privacy in participatory sensing mainly concentrate on data contribution and
reporting process

3. DISADVANTAGES

1. If an adversary has a priori knowledge of a participator’s trajectory, it is effortless to
deanonymize his/her reports.
2. Adversary could infer the first exit might correspond to the first enter.

4. PROPOSED SYSTEM

We propose a trajectory privacy-preserving framework, named TrPF, for participatory sensing.
We observe that the locations on or nearby participators’ trajectories may not all be sensitive, and
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with this thought, our proposal only deals with the sensitive trajectory segments that will be
discussed in the following. Moreover, mix-zones are regions where no applications can track
participators’ movements. Some works focused on road network mix-zones, which are not
applicable in participatory sensing. For one thing, they all build mix-zones at road intersection,
which may restrict the random data collection time and the number of ingress/egress locations; for
another thing, the trajectory segments at the road intersection may not be sensitive, while the
others would be. Therefore, we improve the theoretical mix-zones model to construct trajectory
mix-zones model for protecting sensitive trajectory segments from the perspective of graph
theory.

5. ADVANTAGES
1. Feasible to measure the trajectory privacy level

No ability in distinguishing related participators to specific trajectories, so that adversary
knowledge is bounded.
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7. ALGORITHM
7.1. Trajectory Graph Construction

We propose to model the Trajectory Mix-zones as Directed Weighted Graph (DWG),which is
formalized as G=(V,E) . V is the set of vertexes which are constructed by the pseudonyms
provided by TTPs. A participator enters the sensitive area with a pseudonym and leaves it with
another pseudonym. It can be depicted as V= {(V11,V12,...V1n),(V21,V22... V2n)} . E is the set
of edges that represent the participators’ trajectory mapping from the ingress to the egress in the
sensitive area. As a result of pseudonym technique, there may be some difficulties for adversary
to link the ingress and egress participator with the same identity..

7.2. Weight Construction Algorithm

A participator enters vi the mix-zones at time tingress(vi) and exits the mix-zones in a time
interval from tj to tj+1 . Let P(vi,t) present the probability of participator vi exits the mix-zones in
above-mentioned time interval [tj, tj+1]. P(vi,t) numerically equals to the probability that
participator takes data collection time in mix-zones from tj- tingress(vi) to tj+1- tingress(vi).
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8. CONCLUSION

The disclosure of data collectors’ trajectories poses serious threats to participators’ personal
privacy. It may prevent participators from data sharing. In this paper, we first propose a trajectory
privacy-preserving framework TrPF for participatory sensing. Then, we propose a trajectory mix-
zones graph model to protect participators’ trajectories from the perspective of graph theory. We
take the time factor into consideration to improve the mix-zones model. It may be more realistic
in practice. Thirdly, we define the privacy metric in terms of the privacy level and privacy loss
and information loss metric, and then analyze the threat models with different background
knowledge. Finally, we evaluate the effectiveness and performance of our trajectory mix-zones
graph model using the metric above with different parameter sets. The simulation results prove
that the trajectory mix-zones graph model can protect participators’ trajectories privacy
effectively and reduce the information loss and costs in contrast to the other proposals. In the
future, we will work on the semantic trajectory privacy problems of multiple mix-zones in detail.
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